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ABSTRACT

Cloud computing technology is increasingly getting wide attention and is considered to be the future
paradigm for hosting and delivering service remotely over the internet. It involves the provision of
different types of services like platform, infrastructure and software. Cloud computing contributed to
the idea of resource sharing to achieve rationality as well as economies of scale similar to utility
through a networking system. Security is one of the main essential services in Cloud computing for
protecting privacy in every part of online computing factors, although security alone is not sufficient.
Costs and security are the main key issues in Cloud computing and they vary to a great extent,
depending on the data owner or service provider one who choose. The main essential requirement of
computer system is to secure data and resources for confidentiality, availability and integrity against
illegitimate disclosure and illegitimate/improper modifications. To overcome and address the
aforementioned issues, the Role Based Access Control mechanism is adopted by various existing
researchers for ensuring such roles are enforced correctly in the Cloud platform. The major challenges
existing with access control mechanism are specifying and managing role along with the security
concern in the public Cloud. The xml based access control which exists is computationally intense as
the execution, storage overhead and the computation of user creation are more. To overcome these
issues, proposed work presents dual encryption based SERBAC mechanism
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. INTRODUCTION
A new sharing of application environment is developed over the internet known as a Cloud computing, it does
not require a local server for handling the resources, everything is shared on the network. Cloud computing
mainly focus on resource sharing over the internet rather than handling resources by local servers and/or
individual devices. The main objective of Cloud computing according to NIST is sharing of resources in the
form of services and infrastructure in wide range over a network. Sharing of resources in network environment
to achieve rationality as well as economies of scale similar to a utility through a network system [1]. Security of
data is the main concern in every information management system, and also availability of resource is necessary
over network environment for the concerned user [2]. Some of the constraint parameters are needed for the uses
of resources. So that after verification of the user identity, the shared resources is accessed by the authorized
user. Access permission is assigned to the user after proof of identity. User authentication is verified by the
module for user authority after user request sent and access permission or an access criterion is decided for user
eligibility for resource access. The Cloud computing resources demand is extremely increased in current
scenario. So that network size should also need to increase for resource sharing. As increase in size of network
for managing the large number of rules over Cloud network low latency and less time consuming user role
estimation process must be needed and also this method will not affect the overall Cloud system performance
for resource access. Authentication techniques based on XML are widely used in this method and roles are set to
the user for access-control. Let take an illustration, a role set is collection of a set of roles, and each role is
partitioned into a set of rules. This process specifies the authorization for role and to make authorization
decisions information are used and also different method are used to indicate the multiple subjects for example
Role uniting algorithm. The formation in creation of roles is also included in this approach. The existing Role
Based Access control mechanisms [4] are not able to process simultaneous requests from large number of Cloud
users that exist. The need for an efficient high performance access control role evaluation engine is evident. In
the business organization Cloud computing is an innovation which provides the cheap and virtual services
instead of purchasing local hardware devices. It also gives the flexibility to the users to build, deploy and
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manage their application, on their local Cloud. The resource virtualization can be easily maintained and
managed by itself. Cloud is an environment for various kinds of thing such as data, resources, application details
etc., but one can’t sure about its security. Security is the main key concern in online computing, for providing
more security more cost are required so best security at cheap price is the main issues in this system. Cost of the
Cloud and security needs both are varying from vendor to vendor. As various vendor and several resources are
available, a number of security issue and risks are also enable with that. Security to the information and various
resources is provided using the Encryption approach. This technique is very useful but traditional encryption
scheme is not enough to provide the security at the fine grained organizational access control roles ACRSs.
Roles need be granted based on the access request, maintain the roles and evaluation process of roles are the
challenging task. Both the rules and roles must be reordered in a proper way, and reordering techniques not
affect the role of evaluations. As response for the access request not changed. There are two main components
are required for the role evaluation process. One main component work is to receive the access request and then
translate it in to a binary form. This request further transmitted to the other component which stored the user
access control details in binary form. Request for access control are checked by the various set of binary roles
and then it verify that the request are permitted or denied. In this Session Authentication service, a dual
encryption mechanism is followed which is a well-established authenticated system. To demonstrate this
framework, dual encryption methods have been proposed. So for each user in the SERBAC, the encryption takes
place from the session authentication server which is more efficient compared to other Encryption mechanisms

Il.  LITERATURE SURVEY

Author References Contribution Findings or Drawbacks

Min Xu [5] Session-aware administrative design for RBAC, and | Extended the  profile  having
improvement of XACML-policy assessment runtime | administrative RBAC Profile
using some locking mechanism. (XACML).

Sundareswaran, S. [4] Extremely  decentralized  critical ~ information | object-centered technique  which
accountability framework to maintain track of the real | enables enclosing logging mechanism
utilization of the users’ information in the Cloud collectively with users’ information as

well as policies

Hongxin Hu, [7] Policy analysis technique that assists identify policy | Analysis of several XACML-policies
violations in XACML-policies adaptable the notion of | from real-world software methods.
restrictions in RBAC.

R. Bhatti, J. [8] RBAC policy requirements framework for | java application X-RBAC system
implementing access-control in dynamic XML | highlight specific security needs of
grounded web services web facilities.

Sultan Ullah, [9] Flexible cross-domain for access control approach Assignment of role and conversion

both will be take place
simultaneously.

I1l. ENHANCED SECURELY COUPLED AND EXTENDABLE ROLE BASED ACCESS
CONTROL

The most appreciated inventions for business is Cloud computing, offering virtual, cheap facilities that once
needed costly and local hardware. To offer facilities for end users to construct manage and deploy user’s
application within the Cloud computing. This includes virtualization of resources which is maintained as well as
handled with them. Present research work [3] have presented a Data Integrity conservation system safe and
accessible in the public Cloud. A high secure performance access control role evaluation mechanism is proposed
based on SERBAC. Dual Encryption Security Mechanism in SERBAC scheme includes of the four entities,
Session Server Authenticator, User, Identity Protocol furthermore Cloud. Let the appropriate range of end-users
as part of the system be S, the recent number of end-users n, and the number of attribute-condition Sa. The
various stages of the dual encryption security mechanism are described below

Step 1: Session Setup

P’s are trusted 3rd parties that distribute Session token to cloud user C's formulated on their identity
characteristics. It need to be observed that P’s need certainly not be online once they distribute tokens. A
Session-token, symbolized by IT has the structure p, tag, P, ¢, where p is a pseudonym exclusively
distinguishing a C in the setup, tag is actually the identify concerning the attribute, P is the Pedersen-
commitment for the Kerberos feature value a as well as ¢ is actually the P’s digital-signature on p, tag, and P.

Step 2: Role Decomposition

Utilizing the role-decomposition, the authenticator decomposes each and every ACR into a couple of sub ACR’s
such that the Session-server authenticator applies the minimal number of attributes to guarantee confidentiality
of information through the cloud. The algorithm produces two sets of sub ACR’s, ACRBserver and ACRBcloud
.The Session server authenticator applies the actual confidentiality associated sub ACR’s in ACRBserver and the
cloud applies the actual other sub ACR’s, ACRBcloud.
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Step 3: Session Registration

The Cloud user C register their Session token IT to acquire secrets as part of order to subsequently on decode
that the information they tend to be permitted to access. The user C enroll their ITs associated to the
characteristic conditions using the Session Server, as well as the remainder of the tokens associated in order to
the feature conditions with the Cloud making use of the Data Integrity:: SecGen algorithm-rule. Whenever user
C enroll with the Session Server, the Server issue them all a couple of sets of keys towards the characteristic
conditions which are also existing in the sub ACR’s inside ACRB Server Authenticator maintains one
particular set and can present the some other set to the particular Cloud.

V. EVALUATION OF RESULT FOR SECURE SERBAC

The security approach, Data Integrity Preservation “SERBAC” model has also been developed for highly
competitive and secure cloud computing environment. The system model type presented has been specially
designed on Visual Studio 2010 framework 4.0 with C#. The over all system has been specially designed and
implemented with Amazon S3 cloud platform. A new Secure SERBAC is presented in this model for result
evaluation here also considered various scenario such as role creation overhead, user creation overhead and
storage overhead. For simulation considered user scenario is 10, 30, 50, 100 and 500. All obtained results are
compared with our earlier obtained SERBAC model.
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Figure 1- Role Computation Overhead for 30 and 100 Users
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Figure 1- : User Creation Overhead for 100 and 500 Users

V. CONCLUSION
Experimental outcomes reveal that dual Encryption based SERBAC method is most secure, feasible and
efficient which utilizes less time and storage capacity even though permitting large number of users and roles
and importantly more secure with the Session Authentication. Finally, detailed performance analysis, which
reveals that the scheme is more practical, efficient and secure than SERBAC techniques

www.ijceronline.com Open Access Journal Page 32



A Novel Approach to Enhance Security in Cloud based SERBAC

[.

[2].
[3].

[4].
[5].
[6].
[71.
[8].
[9].

REFERENCES
Mark L. Badger, Timothy Grance, Robert Patt-Corner and Jeffrey M. Voas, Cloud Computing Synopsis and Recommendations,
International conference on Communications in Computer and Information Science., (2012).
Rajkumar Buyya, Introduction to the IEEE Transactions on Cloud Computing, IEEE Transactions on Cloud Computing., 1(2013).
Sunitha B.S and Anirban Basu, Securely Coupled and Extendable Role Based Access Control (SERBAC) in Public Cloud,
International Journal of Applied Engineering Research., ISSN:22311963 (2016).
Sundareswaran S, Squicciarini C and Lin D, Ensuring Distributed Accountability for Data Sharing in the Cloud, IEEE Transactions
on Dependable and Secure Computing., 9(4) (2012), 556 - 568.
Levina T, S.C Lingareddy, Role based access control model (deerbac) for Cloud Computing Environment, International Journal
computer Engineering and Technology (IJCET)., 4 (2013), 115-137.
Min Xu, Duminda Wijesekera and Xinwen Zhang Runtime Administration of an RBAC Profile for XACML, IEEE
TRANSACTIONS ON SERVICES COMPUTING., 4 (2011), 1-14.
Hongxin Hu, Gail-Joon Ahn and Kulkarni K, Discovery and Resolution of Anomalies in Web Access control Policies, IEEE
Transactions on Dependable and Secure Computing., 10(6) (2013), 341-354.
R. Bhatti, J.B.D Joshi, A. Ghafoor, and E. Bertino, Access control in dynamic xmlbased web-services with x-RBAC, First
International Conference in Web Services in Las Vegas., ISSN: 0974-3588, 4(1) (2003), 338.
Sultan Ullah, Zheng Xuefeng and Zhou Feng, TCloud: A Dynamic Framework and Policies for Access control across Multiple
Domains in Cloud Computing, International Journal of Computer Applications., 62(2013).
e ST T T !
. International Journal of Computational Engineering Research (NCER) is UGC approved !
: Journal with SI. No. 4627, Journal no. 47631. :
I oo o o o o e e e e e e e e e e e Ee o e e e e e e e e e e e EE S G e e e Em e e e e e e e e -

Dr. Sunitha B S . “A Novel Approach to Enhance Security in Cloud based SERBAC .”
International Journal of Computational Engineering Research (IJCER), vol. 7, no. 9, 2017, pp.
30-33.

www.ijceronline.com Open Access Journal Page 33



