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ABSTRACT
Cloud computing allows the users to outsource their data using cloud storage servers in order to
reduce the economic cost. Cloud computing and storage solutions provide users and enterprises to
store and process their data in third-party data centers that may be located far from the user—
ranging in distance from across a city to across the world. Encryption is a potential way to protect
the confidentiality of the outsourced data, but it also introduces much difficulty to performing
effective searches over encrypted information. Although traditional searchable encryption scheme,
Public key Encryption with Keyword Search (PEKS), allow users to securely search over
encrypted data through keywords, these techniques support only boolean search. Unfortunately, it
is demonstrated that the customary PEKS framework suffers from an inalienable insecurity called
inside Keyword Guessing Attack (KGA) launched by the malevolent server. To address this
security vulnerability, it is proposed a new PEKS framework named Dual-Server PEKS (DS-
PEKS).
Keywords: Boolean search, Data Privacy, Data Retrieval, Keyword Guessing Attack, Keyword
Privacy, Keyword Search Scheme, Keyword generation.
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l. INTRODUCTION

Cloud storage outsourcing is becoming a popular application for enterprises and organizations to reduce the
load of maintaining big data in recent years. However, in reality, end users may not completely trust the cloud
storage servers and may prefer to encrypt their data before uploading them to the cloud server in order to
protect the data privacy. This usually makes the data utilization more difficult than the traditional storage
where data is kept in the absence of encryption. One of the typical solutions is the searchable encryption
which allows the user to retrieve the encrypted documents that contain the user-specified keywords, where
given the keyword trapdoor, the server can find the data required by the user without decryption. Boneh et al.
[2] introduced a more flexible primitive, namely Public Key Encryption with Keyword Search (PEKS) that
enables a user to search encrypted data in the asymmetric encryption setting. In a PEKS system,
using the receiver’s public key, the sender attaches some encrypted keywords (referred to as PEKS
cipher texts) with the encrypted data. The receiver then sends the trapdoor of a to-be-searched keyword to the
server for data searching. The server can test whether the keyword underlying the PEKS cipher text is equal to
the one selected by the receiver from the given trapdoor and the PEKS cipher text. If so, the server sends the
matching encrypted document to the receiver.

1. RELATED WORK
In this subsection, Classification of PEKS schemes is described based on their security.
2.1 Traditional PEKS: Following Boneh et al.’s seminal work [2], Abdalla et al. [8] formalized anonymous
IBE (AIBE) and presented a generic construction of searchable encryption from AIBE. They also showed how
to transfer a hierarchical IBE (HIBE) scheme into a public key encryption with temporary keyword search
(PETKS) where the trapdoor is only valid in a specific time interval. Waters et al. [7] showed that the PEKS
schemes based on bilinear map could be applied to build encrypted and searchable auditing logs. In order to
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construct a PEKS secure in the standard model, Khader [9] proposed a scheme based on the k-resilient IBE and
also gave a construction supporting multiple-keyword search. The first PEKS scheme without pairings was
introduced by Di Crescenzo and Saraswat [11]. The construction is derived from Cock’s IBE scheme [12]
which is not very practical.

2.2 Secure Channel Free PEKS: The original PEKS scheme [2] requires a secure channel to transmit the
trapdoors. To overcome this limitation, Baek et al. [13] proposed a new PEKS scheme without requiring a
secure channel, which is referred to as a secure channel-free PEKS (SCF-PEKS). The idea is to add the
server’s public/private key pair into PEKS system. The keyword cipher text and trapdoor are generated using
the server’s public key and hence only the server (designated tester) is able to perform the search. Rhee et al.
[14] later enhanced Baek et al.’s security model [13] for SCF-PEKS where the attacker is allowed to obtain the
relationship between the non-challenge cipher texts and the trapdoor. They also presented an SCF-PEKS
scheme secure under the enhanced security model in the random.

2.3 Against Outside KGA: Byun et al. [16] introduced the off-line keyword guessing attack against PEKS as
keywords are chosen from a much smaller space than passwords and users usually use well-known keywords
for searching documents. They also pointed out that the scheme proposed in Boneh et al. [2] was susceptible to
keyword guessing attack. Inspired by the work of Byun et al. [16], Yau et al. [17] demonstrated that outside
adversaries that capture the trapdoors sent in a public channel can reveal the encrypted keywords through off-
line keyword guessing attacks and they so showed off-line keyword guessing attacks against the CF-)PEKS
schemes in [13] and [18]. The first PEKS scheme secure against outside keyword guessing attacks was
proposed by Rhee et al. [19]. In [20], the notion of trapdoor indistinguishability was proposed and the authors
showed that trapdoor indistinguishability is a sufficient condition for preventing outside keyword-guessing
attacks. Fang et al. [5] proposed a concrete SCF-PEKS scheme with (outside) KGA resilience. Similar to the
work in [15], they also considered the adaptive test oracle in their proposed security definition.

1. EXISTING SEARCHABLE ENCRYPTION FRAMEWORK
Existing searchable encryption frameworks such as PEKS [1], [2], [3], [4-6] etc. were based on bilinear
pairing and trapdoor functions. Consider a scenario where the user wants to upload their files to a remote
server. Initially, user and server must agree on a set of cryptographic parameters for secure file storage and
retrieval. In order to store a file in a secure manner, user encrypts the file along with its associated keyword
using their private key.
I=EK(F,KW)....oooevininnnn (1

Where,
| — Index of the encrypted file and keyword
K — Encryption Key (User’s Public or Private Key)
F — File that needs to be stored in a secure manner on remote server
KW (KW1, KW2... KWn) — Keywords related to the file name and content

Index I is created by the encryption of file and keyword using the user’s private key. In order
to search data the user generates Trapdoor (K, KW). This trapdoor is used by the server to verify whether the
given keyword is present in the index I. If it exists, then server returns the appropriate document related to that
keyword.

3.1 Limitations of existing work

The traditional PEKS schemes suffer from an inalienable insecurity regarding the trapdoor keyword privacy,
namely, Keyword Guessing Attack (KGA). The reason leading to such security vulnerability is that anyone
who knows receiver’s public key can generate the PEKS cipher text of arbitrary keyword themselves.
Specifically, from the keyword space, the adversarial server can choose a guessing keyword by given a
trapdoor and then use that keyword to generate a PEKS cipher text. The server then can test whether the
guessing keyword is the one underlying the trapdoor. This guessing-then-testing procedure can be repeated
until the correct keyword is found. Such a guessing attack has also been considered in many password based
systems. However, the attack can be launched more efficiently against PEKS schemes since the keyword space
is roughly the same as a normal dictionary (e.g., all the meaningful English words)

3.2 Proposed Secure Keyword Encryption Framework
In this section, it is formally defined the Dual Server - Public Key Encryption with Keyword Search (DS-
PEKS) and its security architecture model.
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Figure 1: System architecture

3.2.1 Data Owner

Firstly, Data owner in Fig.1 must register with cloud server and then login (username must be unique) must be
established. Then, owner send request to Public Key Generator (PKG) to generate Key on the registered user
name. While browsing the file, owner makes the request for Public key to encrypt the data and upload the data
to cloud service provider. Finally, it is to be verified from the cloud.

3.2.2 Public Key Generator

After receiving the request from the users, key is generated. In this way, all the keys are stored based on the
user names. By checking the username, private key is to be provided then revoke the end user (File Receiver if
they try to hack file in the cloud server and revoke the user after updating the private key for the corresponding
file based on the user).

3.2.3 Key Update

All the files are received from the data owner then these are stored in cloud. Then, the data integrity is to be
checked in the cloud and inform to end user about the data integrity. Request is to be sent to PKG in order to
update the private key of the user based on the date parameter (Give some date to update the Private Key).
Then, make to list all the files and all the updated Private Key details based on the date and users and also
make to list all File attackers and File Receive Attackers.

3.2.4 Design of algorithm

A DS-PEKS scheme mainly consists of (KeyGen, DS - PEKS, DS - Trapdoor, FrontTest, BackTest).To be
more precise, the Key Generation algorithm generates the public/ private key pairs of the front and back
servers (PUgs, PRgs, PUgs, PREs) instead of that of the receiver. Moreover, the trapdoor generation algorithm,
DS - Trapdoor defined here, is public, while, in the traditional PEKS definition [2], [13], the Trapdoor
algorithm takes the receiver’s private key as input. Such a difference is mainly due to the different structures
used by the two systems. In the traditional PEKS, since there is only one server, if the trapdoor generation
algorithm is public, then the server can launch a guessing attack against a keyword cipher text to recover the
encrypted keyword. As a result, it is impossible to achieve the semantic security as defined in [2] and [13].
However, as we will show later, under the DS-PEKS framework, we can still achieve semantic security, when
the trapdoor generation algorithm is public. Another main difference between the traditional PEKS and our
proposed DS-PEKS is that the test algorithm is divided into two algorithms, Front server testing algorithm and
Back server testing algorithm run by the two independent servers. This is essential for achieving security
against the inside keyword guessing attack (KGA).

In the DS-PEKS system, the query is received from the receiver, then the front server pre-processes the
trapdoor and all the PEKS cipher texts using its private key, and then sends some internal testing-states to the
back server with the corresponding trapdoor and PEKS cipher texts hidden. The back server can then decide
which documents are queried by the receiver using its private key and also receive the internal testing-states
from the front server, that corresponding document will be received by the user. The algorithms involved in
DS-PEKS are as follows.
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a. Key generation Algorithm:

The output, public key-private key pair of the front server (PUrs, PRrs) and back server(PUgs,PRgs), can be
calculated using system parameter P as input.

b. Dual server-PEKS algorithm:

The output, cipher text CTyws, is generated using the input parameters called P, the front server’s public key
PUgs, the back server’s public key PUgg and the keyword KW1.

c. Dual server — Trapdoor algorithm:

The output, the trapdoor Tkws», is generated using the input parameters P , the front server’s public key PUgs ,
the back server’s public key PUgs and the keyword KW2.

d. Front server Testing Algorithm;

The output, the internal testing-state C,rs, is generated using the input parameters P , the front server’s
private key PRgs, the PEKS ciphertext CTxw; and the trapdoor Tywso.

e. Back server Testing Algorithm:

This algorithm outputs the testing results either 0 or 1 by using the back server’s private key PRgs and the
internal testing-state Cyrs.

f. Consistency

The correctness required by DS-PEKS ensures that the test function always outputs the correct answer.

V. RESULTS AND DISCUSSION
4.1 Performance Evaluation
In this section, performance is evaluated by making the comparison between existing schemes and our scheme
in terms of computation, size and security.
All the existing schemes [2], [10], [14] require the pairing computation during the generation of PEKS cipher
text and testing. Hence, these schemes are less efficient than our scheme, which does not need any pairing
computation. In our scheme, the computation cost of PEKS generation and testing are calculated.
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Figure 2: Computation cost of PEKS generation in different schemes.

As shown in Figure. 2, our scheme is the most efficient in terms of PEKS computation. It is because that our
scheme does not include pairing computation. Particularly, the scheme [10] requires the most computation cost
due to 2 pairing computation per PEKS generation. All the existing schemes do not involve pairing
computation, as for the trapdoor generation concerned and also the computation cost is much slower than that
of PEKS generation.
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Figure 3. Computation cost of testing in different schemes.

It is worth noting that trapdoor generation in our scheme is slightly higher than those of existing schemes due
to the additional exponentiation computations. When the searching keyword number is 30, the total
computation cost of our scheme is about 0.5 seconds. As illustrated in Fig. 3, the scheme [10] cost the most
time due to an additional pairing computation in the exact testing stage. One should note that this additional
pairing computation done on the user side instead of the server. Therefore, it could be the computation burden
for users who may use a light device for searching the data. In our scheme, although it also requires another
stage for the testing, our computation cost is actually lower than that of any existing scheme as it do not
require any pairing computation and all the searching work is handled by the server.

V. CONCLUSION
In this paper, the new proposed framework, named, Dual Server Public Key Encryption with Keyword
Search (DS-PEKS), that can prevent the Keyword Guessing Attack(KGA) which is an inherent
vulnerability of the traditional PEKS framework. Furthermore, the proposed scheme allows the server to
participate in the encryption operation, thus a data owner could pay less computational cost for encryption,
without leaking any information about the plaintext. It is determined that the suitability and efficiency of DS-
PEKS scheme is for practical use in the cloud environment.
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