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Abstract

Service-oriented Architectures (SOA)
facilitate the dynamic and seamless integration of
services offered by different service providers
which in addition can be located in different trust
domains. Especially for business integration
scenarios, Federated Identity Management
emerged as a possibility to propagate identity
information as security assertions across
company borders in order to secure the
interaction between different services. Although
this approach guarantees scalability regarding
the integration of identity-based services, it
exposes a service provider to new security risks.
These security risks result from the complex trust
relationships within a federation. In a federation
the authentication of a user is not necessarily
performed within the service provider’s domain,
but can be performed in the user’s local domain.
Consequently, the service provider has to rely on
authentication results received from a federation
partner to enforce access control. This implies
that the quality of the authentication process is
out of control by the service provider and
therefore becomes a factor which needs to be
considered in the access control step. In order to
guarantee a designated level of security, the
quality of the authentication process should be
part of the access control decision. To ease this
process, we propose in this paper a method to
rate authentication information by a level of trust
which describes the strength of an authentication
method. Additionally, in order to support the
concept of a two-factor authentication, we also
present a mathematical model to calculate the
trust level when combining two authentication
methods. Quantitative Trust Management
(QTM) provides a dynamic interpretation of
authorization policies for access control decisions
based on upon evolving reputations of the entities
involved. QuanTM, a QTM system, selectively
combines elements from trust management and
reputation management to create a novel method
for policy evaluation. Trust management, while
effective in managing access with delegated
credentials (as in PolicyMaker and KeyNote),
needs greater flexibility in handling situations of
partial trust. Reputation management provides a
means to quantify trust, but lacks delegation and
policy enforcement. This paper reports on
QuanTM’s design decisions and novel policy

Evaluation procedure. A representation of
quantified trust relationships, the trust
dependency graph, and a sample QuanTM
application specific to the KeyNote trust
management language, are also proposed.

Keywords- Trust management, Trust levels,
Authentication and Access Control, Web Service
Federation, Federated Identity Management

I. INTRODUCTION

Creating software which is flexible and
highly customizable to adapt to fast changing
business needs has moved into the main focus of
software developers. Enterprises demand a seamless
communication between applications independent
from the platform on which they run and even across
domain boundaries. Service-oriented Architectures
and XML Web Services have been designed to meet
these concerns, allowing a flexible integration of
services provided by independent business partners.
However, the seamless and straightforward
integration of cross-organisational services conflicts
with the need to secure and control access to these
services. The traditional approach to restrict service
access is based on user authentication performed by
the service provider itself, cf. [18]. Since credentials
(e.g. user name and password) needed to access a
service are issued and managed by the service
provider, this approach is referred to as isolated
identity management as stated in [13]. It requires
service users to register a digital identity at each
involved service provider and to authenticate
separately for each service access. Federated Identity
Management as a new identity model provides
solutions for these problems by enabling the
propagation of identity information to services
located in different trust domains. It enables service
users to access all services in a federation using the
same identification data. Several frameworks and
standards for Federated Identity Management have
been specified (e.g. WS-Federation [1] and Liberty
Identity Web Services Framework (ID-WSF) 2.0
[31]). The key concept in a federation is the
establishment of trust whereby all parties in a
federation are willing to rely on asserted claims
about a digital identity such as SAML assertions
[24]. As Service-oriented Architectures move from
an isolated identity management scheme to a
federated identity management, service providers are
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exposed to new risks. In a federation the
authentication of a user is not necessarily performed
within the service provider’s domain, but can be
done within the user’s local domain. Consequently,
the service provider has to trust the authentication
performed by the user’s identity provider. In terms
of security this is a critical situation since
authorization and access control of the service are
highly dependent on the authentication results. A
weak authentication jeopardises the dependent
service’s security by increasing the risk that a user
can personate as someone else and gain improper
access. OASIS considers this as a serious risk [23]
and recommends to agree on a common trust level in
terms of policies, procedures and responsibilities to
ensure that a relying party can trust the processes
and methods used by the identity provider. Jgsang et.
al. [13] describe the usage of such a common trust
level as a symmetric trust relationship, since all
parties are exposed to an equal risk in the case of
failure. As opposed to this, having different trust
requirements and mechanisms is referred to as an
asymmetric trust relationship. They argue that
asymmetric trust relationships are hard to establish,
since the parties are exposed to different risks in the
case of failure. However, with regard to complex
SOA — that might be based on the dynamic selection
of services and service providers — defining and
enforcing a common trust level is disadvantageous:
A symmetric trust relationship between the providers
in a federation would require a trust level, which is
sufficient for the service with the strongest
authentication requirements. These requirements,
however, might not be necessary for all services
within the federation and might change if this
service is dynamically replaced. Consequently, users
are forced to authenticate by a predefined strong
authentication  method, even though weak
authentication would be sufficient for the service
they want to access. Likewise, when users are fixed
to a predefined authentication method according to
the specified trust level, access will be denied even
though the user might be able to verify his identity in
an even more trusted way. Altogether, there is a
growing demand for more flexibility in
authentication processes in SOA. To achieve this
flexibility, a way to rate the trust relationship
between identity provider and service provider is
needed in order to restrict the service access based
on an individual trust level. The general idea of
classifying authentication methods according to their
level of trustworthiness is not new. Especially in the
field of e-Government, various countries have
launched e-authentication initiatives in order to
secure access to critical e-Government services [26,
11, 17, 5]. All of these initiatives have in common
that they define authentication trust levels — mostly
four different levels — in a way that covers the main
use cases, reaching from “no security needed” to
“critical application”. For each level, requirements

for the authentication process are defined. This
means, authentication methods are always assigned
to predefined levels, but not the other way around.
To provide authentication in a truly flexible manner,
we present in this paper:

* A formal definition of trust levels to quantify the
trust that is established by using a particular
authentication method. This definition is globally
applicable and not restricted to a specific use case
setting requiring specific bootstrapping algorithms.
This way, the meaning of a trust level based on our
approach is clear and can be applied to any use case
without the need to know any further set up or
environment parameters.

* A mathematical model to combine different
authentication methods as used in a two-factor
authentication and to calculate their combined
authentication trust level.

* An example calculation that demonstrates the
applicability of our mathematical model to existing
authentication methods.

This paper is organized as follows. Section
2 provides an overview about related work and
current efforts in this area. In Section 3 we present
our approach for assessing and quantifying trust in
authentication methods. This section gives a
definition for an authentication trust level and shows
how this level can be determined. Section 4
introduces a mathematical model to calculate the
trust value for the combination of two authentication
methods taking into account the similarity of two
mechanisms. To demonstrate the effect of the
similarity on the combined trust level, an example
calculation is presented in Section 5. Finally, Section
6 concludes this paper and highlights some future
work. The emergence of distributed topologies and
networked services has resulted in applications that
are stored, maintained, and accessed remotely via a
client/server model. The advantages of such a setup
are many, but the challenges of access control and
identity management must be addressed. Trust
management and reputation management are two
differing approaches to the problem. While effective
with regard to explicit declarations, trust
management lacks applicability when relationships
are characterized by uncertainty. Thus, trust
management is useful in enforcing existing trust
relationships but ineffective in the formation of
partially trusted ones. Reputation management
provides a means of quantifying trust relationships
dynamically, but lacks access enforcement and
delegation mechanisms. To address this divide we
introduce the notion of Quantitative Trust
Management (QTM), an approach that merges
concepts from trust and reputation management. It
(QTM) creates a method for specifying both policy
and reputation for dynamic decision making in
access control settings. A system built upon QTM
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can not only enforce delegated authorizations but
also adapt its policy as partial information becomes
more complete. The output is a quantitative trust
value that expresses how much a policy-based
decision should be trusted given the reputations of
the entities involved. Further, to make this novel
concept concrete, we propose QuanTM, an
architecture for supporting QTM. In this application
of QuanTM, we use the KeyNote [8, 7] (KN) trust
management language and specification, due to its
well defined delegation logic and compliance
System. Summarily, a KN evaluator checks a user’s
access credentials against local policy to produce a
compliance value from a finite and predefined set of
values. The compliance value is then used to make
access decisions. KN allows principals to delegate
access rights to other principals without affecting the
resulting compliance value. Further, KN is
monotonic: If a given request evaluates to some
compliance value, adding more credentials or
delegations will not lower that value. We argue that
credentials should not be explicitly trusted, nor
should the trustworthiness of delegating principals
be ignored. Furthermore, the result of evaluation for
a given access request may need to be dynamic [9].
Service providers may find it desirable to arrive at
different opinions based on local constraints,
policies, and principals for the same request. In
QuanTM, this is easily expressed. We address these
issues in the following two ways: (1) It includes a
means to dynamically assign reputation to principals
and their relationships within a request, and (2) It
provides a mechanism for combining this
information to produce a trust value. In QuanTM, a
trust value (often a real number) is used to represent
the the trustworthiness of a given compliance value
and how it was reached. Our proposed QuanTM
architecture (see Fig. 1) consists of three sub-
systems:

1. Trust management consists of a trust language
evaluator that verifies requests meet policy
constraints, and a trust dependency graph (TDG)
extractor that constructs a graph representing trust
relationships.

2. Reputation management consists of two modules.
First, a reputation algorithm to dynamically produce
reputation values by combining feedback. These
reputation values weigh TDG edges. Second, a
reputation quantifier computes the trust value for a
given request by evaluating the weighted TDG.

3. Decision management is composed of a decision
maker that arrives at an access determination based
on a trust value, context, and an application specific
meta-policy that encodes a cost-benefit analysis. The
design of QuanTM has been guided by the
requirement that the individual components will be
application specific, and thus, we have designed
QuanTM modularly. QuanTM provides a simple
interface by which different trust management

languages, reputation algorithms, and decision
procedures may be included. In this paper, we
propose a QuanTM design instance that utilizes the
KeyNote language and TNA-SL [11, 12] reputation
algorithm. This instance’s implementation and
evaluation is the subject of future work.

A. Background

Several approaches to define levels of
trustworthiness for authentication mechanisms have
been proposed in recent years indicating the
importance of such a concept. In the area of e-
Government, the UK Office of the e-Envoy has
published a document called “Registration and
Authentication — e-Government Strategy Framework
Policy and Guideline” [26]. In this document the
initial registration process of a person with the
system as well as the authentication process for a
user’s engagement in an e-Government transaction
are defined. Depending on the severity of
consequences that might arise from unauthorized
access, four authentication trust levels are defined,
reaching from Level 0 for minimal damage up to
Level 3 for substantial damage. The IDABC [11]
(Interoperable Delivery of European eGovernment
Services to public Administrations, Businesses and
Citizens) is a similar project managed by the
European Commission. It publishes
recommendations and develops common solutions in
order to improve the electronic communication
within the public sector. Its Authentication Policy
Document [7] defines four assurance levels as well,
which are also associated with the potential damage
that could be caused. For each of the four levels the
document defines the requirements for the
registration phase and for the electronic
authentication. The e-Authentication Initiative is a
major project of the e-Government program of the
US. The core concept is a federated architecture with
multiple e-Government applications and credential
providers. The intention is that the e-Authentication
Initiative provides an architecture which delivers a
uniform, government-wide approach for
authentication while leaving the choice of concrete
authentication technologies with the individual
government agencies. In this context, the initiative
has published a policy called “EAuthentication
Guidance for Federal Agencies” [5] to assist
agencies in determing the appropriate level of
identity assurance for electronic transactions. The
document defines four assurance levels, which are
based on the risks associated with an authentication
error. Which technical requirements apply for each
assurance level is described in a recommendation of
the National Institute of Standards and Technology
(NIST), which is called
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Il. RUNNING PROCESS AND SECURITY
REQUIREMENTS OF TRUST MANGEMENT
MODEL

The design of the security mechanism of

the distributed trust management is tightly related
with the running process of the corresponding TMS.
Thus, before discussing the security requirements of
the trust management of the TMS, we analyze the
running process of the TMS when it is deployed into
P2P networks, and its classic process is
demonstrated. At first, we show the notations used in
this section: we use symbol i, j and k to represent the
service requesting peer, the service response peer
and the archive peer of the service response peer,
respectively.
Stepl. peer i searches the needed service via the
specified query mechanism (@), and receives the
corresponding the response of the available service
response peer j (b);
Step2. peer i sends the query request of the trust
value to peer j’s archive peer k (¢), and receive peer
k’s feedbacks (d);
Step3. In light of the service choosing policy (for
example, choose the peer with the highest trust value
as the service provider), peer i chooses peer j as the
service provider, and send back the confirmation
message (e). Thus, it begins to consume the service
(for example, download some files) (f);
Step4. After the transaction, based on the
satisfactory degree to the service, peer i submits the
trust ratings to peer k (g).
In the above process, the operations related to the
trust information storage, access and transmission
include process ¢, d and g. In process c, peer i sends
the query request of peer j’s trust value to peer k, in
process d, process d returns the trust value of peer j
to peer i, and in process g, peer i submits the trust
ratings to peer k. Therefore, the real operations about
the trust information only include process d and
process f. Concretely, the security risks existing in
the above global trust model are as follow:

(1) Impersonation peer problem

Peers in P2P networks are strange to each
other. To reach the aim of successful transaction,
one peer should be able to recognize and validate the
other’s real identity, prevent impersonation peers
and unauthorized peers accessing. In the trust
management, the peer with lower trust value can
impersonate the identity of the peer with higher trust
value to endanger the TMS: (1) The sybil attacker
imposes negative effect on some peers’ trust value
by deceiving these peers’ archive peers, and (2)
provides malicious services to others as the identity
of the norm peer.
(2) Trust information tamper problem in
transmission In terms of the above analysis, we
know that, in the running process of the TMS, the
trust information (trust value or the trust ratings) will
transmit between peers, which needs the support of

the underlying network infrastructure. The trust
information is possibly intercepted and tapered with
by the malicious 3rd party without any security
mechanism, which will destroy the integrity of the
trust information, and even compromise the
availability and effectiveness of the TMS itself.
Thus, we should integrate some security mechanism
to protect the transmitted trust information.

We consider the following anycast field
equations defined over an open bounded piece of

network and /or feature space QcC RY. They
describe the dynamics of the mean anycast of each
of p node populations.

NN =2 [, 3, DSIV, =5, (1D - T

+17(r, 1),

Vit.r) =4(t.r)

t>0,1<i<p,
te[-T,0]

We give an interpretation of the various
parameters and functions that appear in (1), is
finite piece of nodes and/or feature space and is

represented as an open bounded set of RY. The

vector r and r represent points in (). The
function S: R —(0,1) is the normalized sigmoid
function:

S(2) = 1+1e _ %)

It describes the relation between the input
rate V, of population i as a function of the packets
potential, for example, V, =V, =S[o;(V; —h)].
We note V the p— dimensional vector

(Vl,...,Vp).The ¢,i=1..0p,
represent the initial conditions, see below. We note

¢ the p— dimensional vector (¢, ...,4,). The

p  function

p function I™,i=1,...,p, represent external

factors from other network areas. We note 1% the
. . ext ext

p — dimensional vector (I,™,...,1%). The pxp

matrix of functions J ={J;}; ;. , represents the

..... p
connectivity between populations i and J, see
below. The p real values h,i=1..,p,

determine the threshold of activity for each
population, that is, the value of the nodes potential
corresponding to 50% of the maximal activity. The

p real positive values O'i,i =1,...,p, determine
the slopes of the sigmoids at the origin. Finally the
p real positive values |.,1=1,..., p, determine the
speed at which each anycast node potential
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decreases exponentially toward its real value. We
also introduce the function S:R” — RP, defined

by S(X)=[S(c,(% —))....S(o, ~h, )],
and the diagonal pxp matrix
L, =diag(l,,...,1,).1s the intrinsic dynamics of
the population given by the linear response of data

d d
transfer. (— +1.) is replaced by (—+1.)* to use
(dt ) (dt )

d
the alpha function response. We use (a+li) for

simplicity although our analysis applies to more
general intrinsic dynamics. For the sake, of
generality, the propagation delays are not assumed to
be identical for all populations, hence they are

described by a matrix 7(r,r) whose element
z'ij(r,F) is the propagation delay between

population | at r and population | at r. The

reason for this assumption is that it is still unclear
from anycast if propagation delays are independent
of the populations. We assume for technical reasons

—2
that 7 is continuous, that is 7€ C°(Q",R™P).
Moreover packet data indicate that 7 is not a

symmetric function i.e., z'ij(r,F) #T; (F, r), thus

no assumption is made about this symmetry unless
otherwise stated. In order to compute the righthand
side of (1), we need to know the node potential

factor V' on interval [-T,0]. The value of T is
obtained by considering the maximal delay:

- max_ . (rr 3
Tm i,j(r,Fe&ﬁ)Tl’J( ) ( )

Hence we choose T =7,

Wireless network technologies have already
made a big change into our daily lives by providing
access to Internet at any time and any place.
However, misbehaviors and intrusions against
wireless networks have increased recently, which
leads to Internet attacks and cybercrimes. Therefore,
the security of wireless networks has become a
major concern. An extensive range of techniques
have been developed to handle this issue, such as
encryption algorithms, intrusion detection system,
firewalls and anti-virus software. However, when
designing a secure application, there remains an
essential challenge in determining how one network
entity can trust another one. Nowadays, trust plays
an important role in communications systems and
virtual organizations, where it is used to counter
uncertainty caused by the business requirement for
openness. The requirement seeks to make
marketable services openly available to all potential,
highly autonomous clients [1], which raises a service

provider’s vulnerability to an attack. Especially in
distributed environments, trust management can help
with making more detailed and better-informed
authorization decisions, while obtaining a high level
of automation. Researchers have begun to design
trust management systems with classifying trust
relationships, in order to dynamically monitor, and
adjust existing relationships [1][2]. Many models
and algorithms [1][3][4] have been deployed to
design  trust  management  for  distributed
environments, such as policy language, the
resurrecting duckling model, public-key
cryptography, and the distributed trust model. Many
distributed trust metrics are employed in peer-to-
peer (P2P) systems and Mobile Ad hoc Networks
(MANETS), which those networks depend on all
participants’ network activities such as routing and
packet forwarding. The particular features of a
MANET’s nodes, such as limited memory and
inadequate battery power, can offer incentives for
the node to act selfishly, for example, refusing to
take part in routing and provide services to other
nodes. Trust management can mitigate this
selfishness and ensure the efficient utilization of
network resources. Existing research has considered
how to evaluate the trusted degrees of
communication entities in MANETS, and various
approaches such as Probabilistic Estimation [1],
Information Theory [3], Game theory [5] and Fuzzy
theory [6] have been used to design trust models.
Currently some researchers have adopted Grey
theory [7] [8] into developing trust management or
enhancing network performance [9][10][11]. Deng
Julong presented the grey relational analysis method
to make a quantitative analysis of the dynamic
development process of systems [7][8]. Grey theory
is extensively deployed in various fields such as
agriculture, aerographs and environmental science.
One of general ideas for Grey theory is to decide the
relationships of different factors based on the
similarity degree among data samples. A major
advantage of this method is that it does not require a
high quantity of sample data [11]. Moreover, it does
not require the data to be consistent with any kind of
distribution rule in order to produce very convincing
results, which are consistent with qualitative analysis
[11]. In [10], Fu Cal et al used an improved
traditional analysis method. This method can handle
with data that has multiple attributes, and calculate
grey relational grades, no matter what the units of
the original data are [10]. Thus, it can be considered
as a practicable way for risk assessment in P2P
networks and MANETs. Commonly, current trust
management schemes such as OTMF (Objective
Trust Management Framework) [1], often choose the
probability of successful interactions as their input
parameter in order to calculate trust value. The new
TMF described in this article utilizes multiple
parameters to measure trust values, based on Fuzzy
sets and Grey theory. Choosing various parameters
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is based on the assertion that any one node’s
behaviour, whether that interaction is successful or
not, is affected by various factors, for example the
node’s signal strength, data rate, throughout, and
delay of forwarding packets. Therefore, the
judgment on whether any node should be trusted or
not, is not only determined by the probability of
successful interactions, but also from various
parameters in the physical and MAC layers. Some of
the new trust models that apply Grey theory in the
design consider three parameters; however, it sets
fixed weight vectors for their input parameters to
calculate the Grey Relational Grade and the trust
value; another research [9] uses Grey Theory in
other aspects such as network selection, and not for
trust managements in distributed network. A
problem with using fixed weight vectors is that once
attackers know which aspect is the most important
factor in the system, the malicious nodes can obtain
high trust values by only behaving well in that
specified aspect, while in fact they do not cooperate
with other normal nodes. Recent work by the authors
[11] considers a new TMF with a greater number of
input parameters to calculate the trust values, hence
making it more difficult for any malicious node to
replicate all of them. Moreover, it uses several
weight vector groups in order to obtain different
trust values for a node; this can identify which
aspect of a node’s behaviour is abnormal, compared
with other neighbor nodes. With the new idea, the
new proposed TMF can also deduce selfish nodes’
behaviour strategies. Based on the original research
for static nodes in wireless networks, this paper
extends the new TMF approach to mobile nodes.
Mobility can have an adverse affect on the ability of
TMFs that employ a single (or few) metrics to
discriminate  between normal and abnormal
behaviors, and this paper presents new research that
shows how the approach can accommodate the
additional factor of node mobility and is able to
discriminate  between normal and abnormal
behaviors and so can be employed in distributed
networks such as MANETS. The rest of this article is
organized as follows: first, the framework for the
trust management is given, by introducing the
classification of trust relationships; then the
algorithm which uses using Fuzzy sets and Grey
theory is described in the design of the new TMF.
Several scenarios using the TMF are simulated that
compare wireless static nodes and wireless mobile
nodes using a random waypoint mobility model;
corresponding results and analysis are then presented
for each case. Conclusions and further research are
then detailed. The importance of cryptographic
techniques in a wide range of network services is
universally recognized. A service that uses
cryptography must accommodate appropriate
notions of users’ security policies, their security
credentials, and their trust relationships. For
example, an electronic banking system must enable a

bank to state that at least k bank officers are needed
to approve loans of $1,000,000 or less (a policy), it
must enable a bank employee to prove that he can be
counted as 1 out of k approvers (a credential), and it
must enable the bank to specify who may issue such
credentials (a trust relationship). It is our thesis that a
coherent intellectual framework is needed for the
study of security policies, security credentials, and
trust relationships. We refer collectively to these
components of network services as the trust
management problem. Although certain aspects of
trust management are dealt with satisfactorily by
existing services in specialized ways that are
appropriate to those services (e.g., the PGP secure
email system allows users to create security
credentials by binding their IDS to their public
keys), the trust management problem has not
previously been identified as a general problem and
studied in its own right. The goal of this paper is to
identify the problem and to take the first step toward
a comprehensive approach to solving it that is
independent of any particular application or service.
To address trust management per se, as opposed to
the security needs of one particular service, we have
developed a general framework that can be applied
to any service in which cryptography is needed. To
facilitate the use of our approach, we are building a
new type of tool, best described as a trust
management  system.  Our  system, called
PolicyMaker, is suitable as a tool in the development
of services whose main goal is privacy and
authenticity (e.g., a secure communication system)
as well as services in which these features are
merely enablers or enhancements (e.g., an electronic
shopping system). Our approach to trust
management is based on the following general
principles.

Unified mechanism: Policies, credentials, and trust
relationships are expressed as programs (or parts of
programs) in a “safe” programming language.
Existing systems are forced to treat these concepts
separately. By providing a common language for
policies, credentials, and relationships, we make it
possible for network applications to handle security
in a comprehensive, consistent, and largely
transparent manner.

Flexibility: Our system is expressively rich enough
to support the complex trust relationships that can
occur in the very large-scale network applications
currently being developed. At the same time, simple
and standard policies, credentials, and relationships
can be expressed succinctly and comprehensibly. In
particular, PGP and X.509 “certificates” need only
trivial modifications to be usable in our framework.

Locality of contol: Each party in the network can
decide in each circumstance whether to accept the
credentials presented by a second party or,
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alternatively, on which third party it should rely for
the appropriate “certificate.” By supporting local
control of trust relationships, we avoid the need for
the assumption of a globally known, monolithic
hierarchy of “certifying authorities.”  Such
hierarchies do not scale beyond single “communities
of interest” in which trust can be defined
unconditionally from the top down.

Separation of mechanism from policy: The
mechanism for verifying credentials does not depend
on the credentials themselves or the semantics of the
applications that use them. This allows many
different applications with widely varying policy
requirements to share a single certificate verification
infrastructure. Trust has long been considered as the
cornerstone  of  effective  patient-physician
relationships in traditional healthcare infrastructure.
The need of trust relates to the information
asymmetries arising from the specialist nature of
medical knowledge as well as the uncertainty and
risk regarding the competence and intentions of the
medical service providers on whom the patient is
dependent [3]. Trust encourages the usage of
services and facilitates. It also inspires the reveal of
important medical information and has an indirect
influence on health outcomes [4]. Ubiquitous
healthcare brings trust new opportunities and
challenges. On one hand, the agent is able to acquire
more information on the trust evaluation in the
ubiquitous healthcare. In traditional healthcare
collaborations, an agent’s trust is based on its own
experience and the word-of-mouth experience
provided by limited number of acquaintances. The
information may be far from enough to reveal the
real quality of the target agent, let alone the
situations under which no information is available.
By connecting computing devices held by all those
who had interactions with the healthcare service
providers, the ubiquitous healthcare enables more
efficient collections and exchanges of the
information required by the agent’s trust evaluation.
On the other hand, the ubiquitous healthcare lays the
agent’s trust evaluation in a more dynamic and
uncertainty environment. Ubiquitous technologies
enable large number of agents dynamically be
involved in the healthcare system, such as hospitals,
GPs, dentists, pharmacies [5]. Compared with the
traditional healthcare, an agent has more chances to
collaborate with unknown agents. This makes the
trust evaluation more difficult. Up to now, the
research on trust is very rare in the ubiquitous
healthcare since to involve ubiquitous technologies
in the healthcare infrastructure is still in the
beginning stage. And to the best of our knowledge,
no literature has systemically focused on the trust
management in the ubiquitous healthcare. Our paper
contributes to develop a distributed trust
management for the ubiquitous healthcare. Our trust
management infrastructure is not only capable of

evaluating and updating the trust, but also capable of
determining the agent’s access rights based on the
trust. To evaluate the trust in the ubiquitous
healthcare, we introduce three naive Bayes classifier
based trust evaluation algorithms according to the
agent’s experience on the target agent: the robust
experience algorithm, the weak experience algorithm
and the no experience algorithm. The rest of the
paper is organized as follows. We introduce the trust
used in the ubiquitous healthcare in section 2. Our
proposed trust management infrastructure s
presented in section 3. Simulation results on our
distributed trust management are given in section 4.
Section 5 introduces the related work on the trust
management. Section 6 concludes the paper. With
the continuous deepening of network application,
people has more and more pressing need of interact
between different domains. For the agents in
different domains don't know each other and there is
no trust information which can be the reference for
authorization [1]. The existing trust management
model didn't solve the trust problem of visitors, we
need to design a trust management model can be
used of crossdomain authorization, as a trust
management system, as a authorization gist of entire
cross-domain authorization management system, to
serve the entire cross-domain authorization
management system. Trust management system
needs to collect and analysis the trust information of
agents, so as to guide decision-making of
collaboration between the agents, thus achieving
cooperation to reliable agents, and isolation cannot
be trusted agents. To ensure the normal operation of
the system, it must make correct and accurate
evaluation about the trust degree of applicants. This
paper designs a trust management model of cross-
domain authorization with high efficiency and
accuracy.

A. Self Organized Multi-hop Mobile AdHoc
Network (MANET

A mobile ad hoc network (MANET) is a
self-organized multi-hop system comprised by
multiple mobile wireless nodes with peer-to-peer
relationships. The nodes in the network cannot
communicate with each other via well-established
infrastructure. Due to the limitation of energy, two
peers out of communication range require
intermediate nodes to transfer messages. Therefore,
a node in this network serves as a host and a router
simultaneously. Each node is assumed to relay
packets for other nodes, and it works well only if the
nodes in the network behave cooperatively. Due to
the openness in network topology, MANET often
suffers from attacks by selfish or malicious nodes,
such as the on-off attack, bad-mouthing attack,
conflict behavior attack, packet dropping (black-
hole) attack, selective forwarding (gray-hole) attack
and so on [1]. Existing security technologies are
mostly based on encryption and authentication,
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which are unsuitable in the dynamic network
topology without a trusted third-party. Moreover, the
traditional cryptosystem based security mechanism
is typically used to resist the external attacks. They
show inefficiency in handling the attacks from the
internal malicious nodes which may lead to serious
influence on the security, the confidentiality, and the
life cycle of the whole network. Trust management
mechanism is considered to be an effective
measurement to solve these problems [2]. In the
context of MANET, there are several trust
management models that have been proposed in the
realm of network (e.g., [3, 4, 5, 6]), where trust can
be considered as the reliance of a network node on
the ability to forward packets or offer services
timely, integrally and reliably. In the existing
models, decision factors are often incomplete in the
trust derivation, which are not fully integrated with
the inherent characteristics of MANET. When the
factors of decision-making are given, though we
know that different factors have different weights,
the precise weights are difficult to determine.
Existing methods in these models for weight
determination are lack of rationality and
practicability. As a result, they cannot calculate an
accurate trust value for each node. Hence, these
models are ineffective in MANET trust
management, and their applications are very simple.
To address those questions, in this paper, we
establish a new subjective trust management model
for MANET considering 